DIALUP ISP Connection in NetWare 4.x, 5.x and
BorderManager.
Beta version 1.0, Friday, March 09, 2001 — Craig Johnson

As long as you have the MPR (multi-protocol router) modules installed for NetWare
(comes with NetWare 5.x in NIAS and with BorderManager), you can configure a
NetWare server to dial into an ISP and act as a router for your internal network.

Most of the configuration is done using INETCFG.NLM. You can manually force the
connections up and down with the CALLMGR.NLM. You can troubleshoot using the
PPPTRACE.NLM.

INETCFG screens
Launch INETCFG at the server console prompt.
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Install a serial port interface by selecting the WHSMAIO driver.
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Board Mame: MODEM_
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Conf igured Boards

Give it a board name such as COM1 or COM2 or MODEM
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WHEMAIO Board Configuration D

WHEMAIO Board HNHame:
|| AI0 Board Hame: unknown
AID Driver: unknown

Re AIQ Board Options: Select to Uiewl

First AIO0 Port Number: a
Number of AIOQ Ports: a
Driver—Specific Configuration:
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You will need to configure the serial port settings next, so press Enter at AIO Board
Options.
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Allow INETCFG to automatically load the AIO driver. (Select Yes).
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Select an AIO Driver

Driver Description
Mewport Systems Solutions ACI
Serial Port (COMx>
Digi International C-X
Digi International Xem Driver C(EISAD
Digi International Hem Driver (ISA>
Digi International ¥em Driver C(MCH
Digi International Xem Driwer (PCI>
Digi International ¥e and ¥i Driver
Digi International Acceleport ¥r 7280 Driver <ISAY
Digi International Acceleport ¥» 228 Driver <PCI>
Digi International ¥» Driver C(ISA>
Digi International ¥y Driver (PCI>
Equinox 58T <(EISA>
Equinox 58T <{ISA>
Equinox 58T <MCA>

]

I0 Board Configuration

Board MName: MODEM

I-0 Base: 3F8
Interrupt: 4
Speed Rating: (WER

AIODGEEM Digi Internatio
ATODGHI Digi Internatio 4
AIODGHER Digi Internatio 228 Driver <ISA
AIODGHER Digi Internatio 228 Driver <PCI>
AIODGHER Digi Internatio A>
AIODGER Digi International ¥y Driver (PCI>
ATOEQNX Equinox 58T <(EISA>
ATOEQNX Equinox 58T ({ISA>

¥ |AI OEQNZ Equinox 58T <(MCA>

Select the I/O base (3F8 for COM1 or 2F8 for COM2) and interrupt (4 for COM1 or 3 for
COM2), then select a serial port speed. Without installing the COMX218.EXE patch,
you should not go above about 38,400.
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WHEMAIO Board HNHame:
|| AI0 Board Hame:
AID Driver:
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First AIO Port
NMumber of AIO P
Driver—Specific Configuration:
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Press Esc and save the changes.
Press Esc again to return to the INETCFG main menu.
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Select Network Interfaces
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" ernetworking Configuration ”
Metwork Interfaces

Board Hame Interface Group Media Status

MODEM MODEM_1 = Unconf igured
PRIUATE Select A Medium Ethernet Enabled
PFUBLIC Ethernet Enabled

UPTUNNEL UPTUNMEL JPPP Routing ||RUgNILLINA Enabled

Reinitialize System
Go To Fast Setup

Select the serial port board and you should have (only) a choice for PPP Routing, so
select it.
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Interface Mame: MODEM_1
Interface Group: (MNone?
Interface Status: Enabled

Framing Type: ASYNC

Physical Type: RS-232

Interface Speed: 66006

Modem/DCE Type:
Modem~sDCE Options: (view—or modifyd

Local Telephone MHumber: (None?

Authentication Options: (yiew modif u)
Timeouts & Retries: (yiew modif y)
Hegotiation Options: (uiew modif y)
Enterprise Specific Traps: <(view modif y>
Physical Options: {uiew modif ul

You must now select the Modem type. Hopefully your modem will be listed, but you can
generally use a selection that is close to yours. Winmodems will not work!

' 5 console M= E3
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Sportster 288688 U_34+U_FC
Sportster ZBBAALC)

Sportster 33.6 + Uoice + FAX
ohotics 33.6 Faxmodem
obotics Sportster 56k Fax (x2)

i Sportster 7666814408 (UK>
Sportster 768014488 U42his"
Sportster U.34 28 _8K
Sportster U.34 28_.8K <UK>
Sportster U.34 28_.8K <UK2)>
U.32-0_.32his
U.32-0_32his (UK

R Worldport 14488 PCMCIA
—Fast 144-144
en—-Tel 768 Plus-Plus 11
en—Tel Pathfinder ™

Select a suitable modem. Many selections will probably work.
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PPFP Routing Network Interface Conf

Interface Mame:
Interface Group:
Interface Status:

Framing Type:

Physical Type:
Interface Speed:
ModemsDCE Tupe:
Modem~sDCE Options:
Local Telephone MHumber:

Authentication Options:
Timeouts & HRetries:
Hegotiation Options:
Enterprisze Specific Traps:
Physical Options:

MODEM_1
{None?>
Enabled

ASYNC
RE-232
60808
USRobhotics Sportster 33.6 Faxmodem

(view or modifyd
BEY—A123

(view
(view
(yiew
(yiew
{uiew

modif u)
modif y)
modif y)
modif y>
modif ul

or
or
or
or
or

Select Local Telephone number and type in the number for your ISP.
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PPP Routing Network Interface Configuration

Interface Mame:
Interface Group:
Interface Status:

Framing Type:

Physical Type:
Interface Speed:
ModemsDCE Tupe:
Modem~sDCE Options:
Local Telephone MHumber:

Authentication Options:
Timeouts & HRetries:
Hegotiation Options:
Enterprisze Specific Traps:
Physical Options:

MODEM_1
{None?>
Enabled

ASYNC
RE-232
6008
USRobhotics Sportster 33.6 Faxmodem
(view or modifyd
889-0A123-

(viev or modify)
(vpiew or modify?
(vpiew or modify2
(yviev or modify)
(view or modifuy)

Select Authentication Options and press Enter.
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PPFP Routing Network Interface Conf

PPP Inbound Authentication Options

Interface Name: MODEM_1
Inbound Call Processing: Enabled

Inbound Authentication: Either PAP or CHAP
Local System ID for CHAP: BORDER1
Authentication Database Mame: PPP-AUTH
Authentication Database: (view or modifyl

Authentication Options: (yiew or modify)
Timeouts & Retries: (vpiew or modify?
Hegotiation Options: (vpiew or modify2
Enterprisze Specific Traps: <(view or modify)
Physical Options: (view or modifuy)

You may be able to use the defaults. If your modem dials the ISP, connects, then
disconnects after a few seconds, it may be that the password is not being recognized.
You may then want to try a selection of just CHAP, or PAP.

w&rcunsuh
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Inte FFF Megotiation Options

Inte
Inte|| Interface MHame: HODEM_1

Fram|| MRU Optimal Size: 1588 (hytes>
Phy=|| MBU Maximum Size: 1588 (hytes?
II'Inr.tle MBU Minimum Size: FFM <hytes?
ode
MHode|| Async Control Character Map: ABBABBEA
Local|l FFF Header Compression: Disahbhled
FPP Data Compression: Enabled
?qth Preferred Compression Algorithm: Predictor II
ime
Megotiation Options: (view or modify)
Enterprise Specific Traps: (view or modify)
Physical Options: (yiew or modify?

Under negotiation options, it might help to reduce the MRU Minimum Size to 572 bytes.

Press Esc, save changes and press Esc as needed to return to the INETCFG main menu.



WAN Call Directory

onsole
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Boards
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Backup Call Associations
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Bindings

Manage Configuration
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Reinitialize System

Go To Fast Setup

Select WAN Call Directory

Press Insert

rrcunsuh
I Ak I

Call Destination Media Interface Interface Group
UPTUNNELR4-3-2-258 IP Relay UPTUNNEL

Type in a name for the ISP connection you are configuring.




If you have multiple ISP’s to call, you will need to set up more than one here, with one
used as a primary, and others used as backups.

15 rconzole M= E3
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" Internetworking Configuration ”

Configured WAN Call Destinations

Choose a Supported Wide Area Medium Interface Group

IPPP Routing

You should have an option for PPP Routing for the serial interface. Select it.

15 rconzole M= E3
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Call Destination MName: HINDSFPRING

Call Type: Permanent factive continuousluyl
Interface Group: CNone>

Interface Mame: (Hone»

Telephone Mumber: (Mone >

Idle Connectio

Quthound Authe

Password:

Local System I | ated by datad
Remote System

Call Retry Options: (view or modifyl
ISDN Parameters: (view or modifyl
Multilink Configuration: (view or modifuyl?
Special Options: (view or modifyl

Set the Call Type. If you want the server to maintain a continuous connection, select
Permanent. Otherwise select On Demand.



MG
& rconsole

I At 'I

Telephone Mumber: CMone?

Idle Connection Timeout:

Outbound Authentication: Either PAP or CHAP
Password: CNone >

Local System ID: BORDER1

Remote System ID: (Mone >

Gall Retry Options: Cuiew modif u>
ISDN Parameters: Cuiew modif y>
Multilink Configuration: <vieuw modif y?
Special Options: (view modif y>

Move to Interface Name and press Enter. Select your serial port.
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Call Deztination MHame: MIMDSPRING

GCall Type: Permanent €active continuwously?>
Interface Group:

Interface Mame: MODEM_1

Telephone Mumber: BE?—A123

Idle Connection Timeout:

Outbound Authentication: Either PAP or CHAP

Password: CNone >

Local System ID: BORDER1

Remote System ID: (Mone >

GCall Retry Options: Cview or modify2
ISDN Parameters:

Multilink Configuration: (view or modify?>
Special Options: (viev or modify>

Enter the Telephone number, and select PAP or CHAP, CHAP only or PAP. (Try PAP
or CHAP, and choose another option only if you cannot get authenticated to the ISP).
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Call Destination Name: HINDSFPRING

Call Type: Permanent <active continuouslyl
Interface Group:

Interface Mame: MODEM_1

Telephone Mumber: 8898123

Idle Connection Timeout:

Quthound Authentication: Either PAP or CHAP

Password: {your_password?

Local System ID: <YOUR_USERID>

Remote System ID: CMone?

Call Retry Options: Cview or modifyl
ISDN Parameters:

Multilink Configuration: (uview or modifuy}
Special Options: Cview or modifuyl

Enter your dial-up password for Password, and your dial-up user ID for Local System ID.

Press Esc and save your changes. Press Esc again to return to the INETCFG main menu.



PROTOCOLS

In the Protocols section, you set up the DNS resolver configuration so that your server
can resolve URL’s. This feature is necessary if using BorderManager proxies on the
server, but is not really necessary if using the server only as a router to the Internet.

You also enable or disable filtering support in this menu section.
Unlike a routed connection, you do NOT set the default route here if you are using a dial-

up interface with a dynamically-assigned IP address. That selection is done under
Bindings.

w&rcunsuh
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Internetworking Configuration

Protocol Configuration

Protocol Status
AppleTalk Unconf igured
IPH Enabhled
Source Route Bridge Unconf igured

Source Route End Stn - Unconf igured
CP-IP Enabled

User—specified Protocol Unconf igured

Select Protocols, TCP/IP.
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TICP~IF Protocol Configuration

TICP-IP Status: Enabled
IP Packet Forwarding: Enabled?"Router">

RIP: Enabled
OSPF: Disabled
O0SPF Configuration: (8elect to Uiew or Modifyd

Internetwor

LAN %tatic Routing: Enabled
LAM Static Routing Tahle: (Select For List)>

SMMP Manager Table: (Select For List>
DMS Resolver Configuration: (Select to Uiew or Modify?

Filter Support: Enabled
MAT Implicit Filtering: Dizahled
Expert Configuration Options: ¢(Select to Uiew or Modifuyd

Be sure that [P Packet Forwarding is Enabled.
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Internetwor

hjhome.com
Server #1: 192.168.18.258
Server #2: 192.168.18.254
OSPF|| Name Server #3: [PEIFENNI

LAN %tatic Routing: - Enabled
LAM Static Routing Tahle: (Select For List)>

SMMP Manager Table: (Select For List)
DMS Resolver Configuration: (Select to Uiew or Modifyl

Filter Support: Enabled
MAT Implicit Filtering: Dizahled
Expert Configuration Options: ¢(Select to Uiew or Modifuyd

Select DNS Resolver Configuration.

If you have your own DNS domain, you can enter it here, or you can make on up, or you
can leave the setting for Domain Name blank.

Enter the IP addresses for at least two DNS servers on the Internet. Use the ones at your
ISP.
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TICP~IF Protocol Configuration

TCP/IP Status:
IP Packet Forwarding: Enabled<"Router">

RIP: Enabled
OSPF: Disabled
O0SPF Configuration: (8elect to Uiew or Modifyd

Internetwor

LAN %tatic Routing: Enabled
LAM Static Routing Tahle: (Select For List)>

SMMP Manager Table: (Select For List>
DMS Resolver Configuration: (Select to Uiew or Modify?

Filter Support: Enabled
MAT Implicit Filtering: Enabled
Expert Configuration Options: ¢(Select to Uiew or Modifuyd

If you want to use BorderManager filtering with the dial-up connection, be sure Filter
Support is Enabled. You will have to change the default filter exceptions to call out the
modem interface instead of an IP address, but filtering will work. Otherwise, consider
disabling filtering support.

NAT Implicit Filtering should be enabled (if you have this option). It might not be
enabled if you have a fixed IP address and want to make some BorderManager proxy
available from the Internet.

Press ESC and save your changes.

Press ESC again to return to the INETCFG main menu.



Bindings

In this menu selection, you set up the modem to accept a dynamically-assigned IP
address.

If you use a dynamically-assigned IP address, you also set the default route here.
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d TCP-IPF to a WAM Interface

Metwork Interface: COM2_1
Interface Group:

Remote Router will Dynamically Assign the IP Address: Yes
WAN Metwork Mode:
Local IP Address:

Subnetwork Mask of Connected Metwork:
WAM Call Destinations: (Select For List)

RIF Bind Options: (Select to View or Modifyl
OSPF Bind Options: (Select to WView or Modifyl
Expert TCP~-IP Bind Options: (Select to View or Modifyl>




Select your modem board and select Yes for Remote Router will Dynamically Assign the
IP Address.

w&rcunsuh

Subnetwork Mask of Connected Network:
WAN Call Destinations: (Select For List)

RIP Bind Options: (felect to Uiew or Modify)
05PF Bind Options: (Select to Uiew or Modifyd
Expert TCP-IP Bind Options: (Select to Uiew or Modifyd

Then select WAN Call Destinations, and select your ISP, as configured earlier.

RN

Binding TCP-IP to a WAN Interface

| Configured WAN Call Destinations I
WAM Call Destination To IP Address Mapping Configuration

WAN Call Destination: MINDSPFRING
Type: Automatic

Remote IP address:

Subnetwo||] Uerify Remote Address:
WAN Call
Source IP Addressz Mapping on LAN:
RIP Bind
OSPF Bin|| Header Compression: Disahbhled
Expert T

Static Routing Table: (Select For List)
RIFP Bind Options: (8elect to Uiew or Modifyd

Select Static Routing Table.



Binding TCP-IP to a WAN Interface

| Configured WAN Call Destinations I

WAM Call Destination To IP Address Mapping Configuration

Static Routes For Thisz Wan Call [
Type Destination
Default Route B.B_A._B

Subnetwo
WAN Call

RIF Bind
OSPF Bin|| Header Compression: Disahbhled
Expert T

Static Routing Table: (Select For List)
RIFP Bind Options: (8elect to Uiew or Modifyd

Select Default Route. This setting allows the server to route packets to the Internet using
the board interface even if a dynamically-assigned IP address is present. (If you have a
fixed IP address, you would set a standard default route under INETCFG, Protocols,
TCP/IP, LAN Static Routing.)

Press ESC and save the settings. Return to the INETCFG main menu and select
Reinitialize System. The modem should dial out and connect to the ISP.



TROUBLESHOOTING

If your modem is not connecting, use the following utilities on the server to try to see
what is happening.

CALLMGR

Load CALLMGR at the server and press Insert. You should see the option for your ISP
(your WAN Call Destination). CALLMGR can be used to select the WAN Call
Destination and force a connection as needed. You can also use CALLMGR to
disconnect calls in progress.

PPPTRACE

Load PPPTRACE at the server. This utility allows you to look at, capture and play back
PPP sessions so you can try to debug the connection. While it is quite cryptic, it can
yield some clues as to what is going on with the modem connection.

15 rconzole M= E3
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Available Options

Metwork Interface Information
[Real-Time Monitor

Playback

Conf iguration

Real-Time Monitor is the option you want to use, and sometimes Playback.
The Real-Time Monitor shows you all the communications going to and from the serial
port, and it has an option to capture the data to a file. Once captured to a file, the

connection can be replayed so you can study the connection process as desired.

The Real-Time Monitor can tell you the following:



1. Ifyou are sending valid commands to the modem

2. If the modem is responding to the commands

3. Ifthe modem is replying with an error message

4. If a connection is established

5. Depending on the setup strings sent to the modem, the connection speed

6. Password problems — If you see 3 instances of a PAP or CHAP packet being sent
from the ISP to you, it is an indication that your password was not accepted. That
may be an indication that you need to reconfigure the settings to use CHAP, or
PAP. A typical indication is that the connection is made, packets are exchanged,
and then the ISP sends packets to the modem that get no response. After about 30
seconds, the connection is dropped by the ISP.

TCP IP DEBUG

Use the command SET TCP IP DEBUG=1 at the server to see IP packets. This can help
determine routing issues.

CONFIG

Use the command CONFIG at the server (not LOAD CONFIG) to see what the assigned
addresses are. This will tell you if the connection was successfully established to the
point that the ISP assigned you an IP address at the modem.
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